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1 . Abstract 



Info2CIear is a new service on the Internet, allowing on-line registration of intellectual 
property (through the service gei-a-seal.com) and the on-line sale of the reproduction 
rights (through the service get-a-copy.com) of this intellectual property. 
This document provides an overview of how the system works. 
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3. Get-a-seaLcom 



3.1 . Introduction 



The get-a-seal.com service provides publishers with a certificate of possession of 
intellectual property. A publisher uploads digital content to the www, get-a-seal com site. 
After on-line payment (or in case of registered publishers, after a record was written to 
the billing database for monthly invoicing) the publisher receives a time-stamped and 
signed certificate from Info2Clear, stating that they submitted the information of which a 
cryptographic message digest is given at the exact date and time to Info2Clear. The 
certificate therefore constitutes proof of possession of certain intellectual property, which 
can be used in disputes regarding plagiarism. 



3.2. Sequence of events 

The following list denotes a series of events that are followed when a publisher registers 
information (typically called article*) with Info2Clear, using the get-a-seal.com 
service. 



3.2.7. Using web-access (get-a -sea/, com) 



1 . The publisher points his browser to the http://www.get-a-seal.com site or follows 
the hyperlink to the site from the http://www.Info2Clear.com site. 

2. The publisher enters the details of the article: Its author, the description (i.e. title), 
a set of keywords, the type of document (text, photograph, audio, video, . . .) 

3 . The publisher enters a reproduction profile that determines if and when the 
information can (or cannot) be sold and if so, at which price. The reproduction 
profile also determines a number of price categories for which reproduction rights 
are for sale Each category has its own pricing table. Categories can be freely 
defined by the publisher. They could e.g. be 'reproduction in print for 
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commercial use\ Reproduction in print for non-profit use', Reproduction on the 
web for commercial use', etc. 

In order to make it easier for publishers to manage the reproduction profiles, the 
publisher can create a number of standard reproduction profile templates. The 
publisher can select one of these templates to base the reproduction profile on. 
The profile for the article is then copied from the template and -if necessary- 
edited further by the publisher. 

4. The article is uploaded by the publisher to the website using HTTP POST. 

5 If the publisher is known and has a sound credit record, a record is logged in the 
billing database, which will result in an invoice at the end of the month. If the 
publisher is not known, or if the publisher does not have a clean credit record, the 
publisher will be redirected to an on-line credit card payment page, rhe process 
only continues when the on-line payment transaction was accepted by the on-line 
payment service 

6. The publisher receives an overview of the submitted article, its cryptographic 
message digest and a notification that the article was accepted for registration. 

7. The article is stored at Info2Clear. A publishing certificate is generated that 
contains the article's message digest, a timestamp and is signed with Info2Clear 5 s 
private key. 

8. The publishing certificate is sent to the publisher using e-mail. The e-mail also 
contains a fragment of HTML code, which the publisher can paste in his web 
pages or e-2ines. The HTML fragment is a get-a-copy icon and hyperlink that 
provides a link to the get-a-copy page for this article, on which third parties can 
purchase the reproduction rights to this article. The hyperlink in this fragment 
uses the message digest of the article. 

9. If allowed so by the Publishing Profile, a web page is built to represent the article. 
This web page can be used by the Info2Clear search-engine or to grant potential 
buyers of the reproduction rights a preview of the information. 

In case the article was a photograph, the shown information can be a thumbnail 
version, a stamped version, the complete photograph, an abstract oflthe 
photograph, a (restricted) PDF version or no information at all 




In case the article was text, an abstract can be given, the complete text, only the 
first n lines of the article, a (restricted) PDF version or no information at all. 
In case the article was audio, a reduced quality version, a shortened version, the 
integral version or none can be given, again, according to the publisher's wishes 
as defined in the Publishing Profile. 
10. A copy of the publishing certificate is kept at lnfo2Clear. 

2.2. Using the publishing agent 

1. The publisher uses a special 'agent' (computer application) to register information 
with Info2Clear. 

2. The agent allows the publisher to select one or more articles on his computer 
system and submit them for registration. The publisher can then set the 
Publishing Profile for this article, optionally using the locally stored Reproduction 
Profile Templates. 

3 The agent software immediately calculates the Cryptographic Message Digest for 
the article, allowing the publisher to share hyperlinks to the preview information 
or to the get-a-copy.com reproduction rights selling web page. 

4. The agent sends the article and its Reproduction Profile to Infb2Clear. The agent 
uses error detection and retry scheduling to send the article and Publishing Data to 
Info2Clear. The article and Reproduction Profile are encrypted to ensure 
confidentiality. 

5. At Info2Clear, the publisher is checked for credit worthiness and if the check is 
successful, a publishing certificate is generated. The procedure in section 3.2 J . 
starting at step 7 is then followed. 

23. Using the in fo2 Clear Publishing Proxy 

1. On-site at the publisher 1 s T an Info2Clear Publishing Proxy machine is installed. 
The Publishing Proxy is connected directly to the publisher's publishing system. 
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The editors using the publishing system can choose a Publishing Profile Template 
on the publishing system. 

2. When the Info2Clear Publishing Proxy (IPP) receives an article, the Publishing 
Profile is generated using the selected Template. A Cryptographic Message 
Digest is calculated. An HTML fragment is created on the Publishing Proxy that 
can be used to paste on the HTML pages in order to provide a hyperlink to the 
get-a-copy.com pages, which third parties can use to purchase reproduction rights. 

3. The article and the Publishing Profile are sent to Info2Clear, using retry 
scheduling, error detection and IPSec encryption. 

4. At Info2Clear, the publisher is checked for credit worthiness and if the check is 
successful, a publishing certificate is generated. The procedure in section 3.2.1, is 
then followed, starting with step 7 
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4. Get^a-copyxom 

4.1 . Introduction 

The get-a-copy.com service allows third parties to purchase limited reproduction rights 
for articles that were registered by publishers on the Gret-a-seal.com service An article 
can be any sort of information: A text, a photographic image, audio, video or any other 
form of digital information. 

The buyer of reproduction rights will receive a Copyright Certificate. The Copyright 
Certificate is time stamped and contains the number of allowed reproductions, the usage 
category for the reproductions, the identification of the article (Message Digest) an 
identification of the Original Publisher and copyright holder and the level of certainty 
with which Info2Clear has established the identity of the publisher. 

The copyright certificate constitutes proof for the buyer that certain -limited- 
reproduction rights were purchased from the original publisher. 
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4.2. Sequence of events 



1 The potential buyer of reproduction rights is transferred to the purchasing page, 
by means of a URL containing the Cryptographic Message Digest of the articled 
Typically, (but not necessarily) this URL could be a hyperlink on the publisher's 
website, provided in the HTML fragment that Info2Clear provided to the 
publisher, as described in section 3.2. 1., step 8 and section 3.2.3., step 2 of this 
document. 

2. The purchasing page clarifies to the potential buyer, that this page can be used to 
purchase the reproduction rights to this page. It also illustrates with a few 
example cases why this can be necessary. It provides the potential buyer with an 
overview of the categories for which the reproduction rights are for sale. (See 
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section 3 .2. 1 step 3 of this document). The potential buyer can then select a 
category of reproduction rights. 
3 The potential buyer is presented with a price table for the selected category. The 
price table displays the price per reproduction, for a certain range of desired 
reproductions: This allows for a price per reproduction that decreases for larger 
numbers of desired reproductions. 

4. The buyer can enter the desired number of reproductions. He will then be 
presented with a credit card information entry page or alternatively, when then 
buyer is a subscriber, with a confirmation page showing the credits that will be 
deducted from his account, and the amount of credits left. 

5. A Copyright Certificate is generated, stating the number of reproductions paid for, 
the category of reproduction chosen by the buyer, the identity of the buyer, the 
identity of the publisher and the level of certainty with which the latter identity 
was checked by Info2Clear. This certificate is signed with one of Info2Clear's 
private keys, ensuring that this certificate constitutes proof of purchase for the 
buyer. The certificate is sent to the buyer using e-mail. A copy is kept at 
Info2CIear. The certificate can be verified on-line, as described in chapter 5 of 
this document. 

6. An HTML fragment is generated that contains an icon and a hyperlink to the on- 
line version of the Copyright Certificate kept at InfoClear. The buyer can add the 
HTML fragment to the reproductions he made, in order to prove his rights for 
reproduction. The HTML fragement is sent to the buyer using e-mail. 

7. The buyer is transferred back to the page where he followed the initial hyperlink 
to the purchasing page. 
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5. Certificates 

Both the Info2Clear Publishing Certificate (which is handed to the publisher as a time 
stamped proof of the electronic publishing of an article) and the Info2Clear Copyright 
Certificate (which constitutes proof of purchase of reproduction rights), are XML 
formatted certificates, signed with an Info2Clear private key, in order to guarantee the 
authenticity of the certificates. 

The signature covers the content in the <Content> element of certificate. This element 
contains a human readable text, some XML datafields describing the article, its author 
and the validity period of the certificate (and in case of the copyright certificate, also the 
buyer and the granted, usage specifications). Only the non-white space in the <Conten?> 
field is signed: White space such as spaces, tabs, linefeeds, carriage-returns are not 
included in the signature calculation, in order to allow automatic word-wrap of the 
certificate. 

Certificates can be verified on-line on the Info2Clear website. The on-line verification 
procedure is protected by SSL transmissions (using HTTPS), thus guaranteeing that the 
verification procedure itself is authentic. Therefore, the chain of authentication is as 
follows: Info2Clear certificates are verified by Info2Clear, acting as a trusted third party. 
The authenticity of the connection to Info2Clear is ensured by VeriSign as the Certificate 
Authority of the InfoClear WWW PKI key pair. VeriSign therefore acts as a trusted third 
party to guarantee the authenticity of the connection to Info2Clear. 
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